
Bsc CS :  Sem VI   Ethical Hacking    

 

 

UNIT 1 

1. What is the primary goal of an ethical Hacker 

 

a) avoiding detection 
b) testing security controls 
c) resolving security vulnerabilities 
d) determining return on investment for security measures 

 

Ans: c.  resolving security vulnerabilities 

2. what is the first phase of hacking 

a) mainting access 
b) gaining accesss 
c) reconnaissance 
d) scaning 

 

 Ans: c. reconnaissance 
 
3. What port number does HTTPS use 

a) 53 
b) 443 
c) 80 
d) 21 

 
Ans:b. 443 
 
4. What types of data are stolen by cyber-criminals in most of the cases? 
 

a) data that will pay once sold 
b) data that has no value 
c) data like username and password only 
d) data that is old 

 
 
Ans : a. data that will pay once sold 
 
 
 
 
 
 



5.What does the term ethical hacking mean 
 

a) someone who is using his\her skills for defensive purposes 
b) someone who is hacking for ethical reasons 
c) someone who is using his\her skills for ethical reasons 
d) someone who is using his\her skills for offensive purposes 

 
Ans: a. someone who is using his\her skills for defensive purposes 
 
 

6. What is the difference between a backdoor and a Trojan? 

a) A Trojan usually provides a backdoor for a hacker. 

b) A backdoor must be installed first. 

c) A Trojan is not a way to access a system. 

d) A backdoor is provided only through a virus, not through a Trojan. 

 

Ans: d. A backdoor is provided only through a virus, not through a Trojan. 

 

Unit 2  

 

1. ____is the process of exploiting weakness in the system and gaining unauthorized 

access to data  

a. Attack  

b. Hijacking  

c. Hacking  

d. threat  

Ans: c. Hacking 

2. ____ hackers always takes permission of the security expert to find security 

vulnerabilities that a malicious hacker could potentially exploit. 

a. hacker  

b. white hat hacker  

c. green hat hacker  

d. red hat hacker  

Ans: b. white hat hacker 

 

 

 



3. White hat hackers are also called as ethical hacker or ______  

a. security  

b. kerberos  

c. watchdog  

d. pen testers  

Ans: d. pen testers 

4. _____ hackers are bad guys that operate on the opposite side of law.  

a. black hat  

b. white hat  

c. green hat  

d. red hat  

Ans: a. black hat 

5. _____ hackers straddle the line between good and bad and have decided to reform and 

become the good side  

a. green hat  

b. white hat  

c. grey hat  

d. black hat  

Ans: c. grey hat 

6. NDA stands for ______  

a. National Defence Academy  

b. Non-disclosure agreement  

c. Non-developed asset 

d. national digital agency  

e. Ans: b. Non-disclosure agreement 

 

 

UNIT 3 

 

1. ________ involves gaining access of the systems as well as changing the integrity of the system  

a) System Hacking 

b) Ethical Hacking 

c) Security hacking 
d) Hacking 

 
Ans: a System Hacking  

 2.LKM stand for_______ 

a) Linux Kernel Mode 

b) Linux Kernel Module 



c) Linked Kernel Module 
d) Last Kernel Mode 

 
Ans: b. Linux Kernel Module 

 
 
  
 
3.Command to deny all users access from the network ____________ 

a) Cat "All:All">> /etc/hosts.deny 

b) Set "All:All">> /etc/hosts.deny 

c) IP deny  "All:All" 
d) Cat All:All deny 

 
    Ans: a Cat "All:All">> /etc/hosts.deny  
4. Someone who,with their technical knowledge uses exploits or bugs to break into computer systems is ______ 

a) Hacker 

b) Security Hacker 

c) Ethical Hacker 
d) Black hat hacker 

 
Ans: b Security Hacker  
5. ________ in Linux is more than Windows Operating System. 

a) Graphics 

b) Efficiency 

c) Booting 
d) Security 

 
Ans: d. Security  
 
6.Linux live CD is  ______________ 

a) A Linux operating system that runs from CD 

b) A Linux operating system installed from a CD onto a hard drive 

c) A Linux tool that runs applications from a CD 
d) A Linux application that makes CDs 

 
Ans: a . A Linux operating system that runs from CD 

 


